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REGTECH ON CRYPTO FINTECH: WHAT NEEDS TO
BE DONE AND ITS IMPLICATIONS FOR THE
INDONESIAN ANTI-MONEY LAUNDERING

MECHANISM

ABSTRACT

Crypto laundering has become a significant threat in Indo-
nesia since 2015, particularly through digital payment sys-
tems. Despite efforts to combat this threat using Regulato-
ry Technology (RegTech), the outcomes have been largely
ineffective. This study expands on previous research explor-
ing the causes of RegTech’s ineffectiveness and seeks to
provide policy recommendations based on RegTech provid-
er perspectives, for Indonesian regulators to enhance cryp-
to laundering mitigation through RegTech. The research
employed an exploratory-inductive methodology, utilising
primary data from semi-structured interviews with AML
operating system specialists. The data were transcribed
and thematically analysed using NVivo software. The find-
ings reveal six key themes for improving RegTech effective-
ness: (1) AML mechanisms tailored to various sizes of Crypto
FinTechs; (2) Access to PEP data by RegTech providers; (3)
Clear classification of RegTech; (4) Strengthened collabora-
tion between regulators and RegTech providers; (5) Regu-
lator-led education initiatives for Crypto FinTechs; and (6)
The establishment and enforcement of sanctions. These in-
sights hold significant implications for regulatory policies
aimed at preventing crypto laundering through RegTech
and contribute to the application of Rational Choice and
Butterfly Effect theories in understanding crypto launder-
ing as a criminal phenomenon.
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I. Introduction

Higher levels of economic freedom in a country are positively
correlated with greater access to information and technology (Gwartney
et al,, 1999). This environment fosters continuous collaboration with various
stakeholders. A notable example of this phenomenon is the increasing
adoption of digital currencies, which offer faster, more flexible, and
innovative payment methods, as well as new approaches to financing
goods and services (Chuen, 2015). Cryptocurrency is a digital or virtual asset
that employs encryption technology to secure transactions and manage
ownership changes. It relies on blockchain or distributed ledger
technologies, which provide the foundation for decentralisation and
immutability (Wronka, 2024). The cryptographic nature of
cryptocurrencies ensures exceptional security and trust, eliminating the
need for traditional intermediaries like banks or financial institutions.
Consequently, these tokens give investors a novel investment opportunity
(Alaassar et al, 2023). Although transactions can be conducted with
external agents and are generally governed by decentralised mechanismes,
they do not always originate from open-source software, and there is often
no legal entity held accountable for these activities.

By eliminating the need for intermediaries, cryptocurrency
technology raises significant concerns for governments due to its potential
to facilitate criminal activities (Chuen, 2015). One major concern is money
laundering, a risk that gained prominence following the shutdown of
Liberty Reserve, a private and centralised digital currency, over money
laundering allegations (BBC News, 2013). Perpetrators of money
laundering increasingly exploit the internet to conduct cyber-laundering,
using digital payments and cryptocurrencies to evade detection by law
enforcement (Indonesian Financial Transaction Reports and Analysis
Center, 2021; (Wronka, 2022; Wronka, 2022). The challenge in detecting
these activities is exacerbated by the use of multiple currencies,
particularly cryptocurrencies that are user-friendly, relatively anonymous,
difficult to trace, and often operate outside legal and regulatory
frameworks (Leuprecht et al., 2022; van Wegberg et al., 2018). The difficulty
in combating money laundering involving cryptocurrencies or their
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integration with fiat currencies stems from inherent weaknesses in
national and international regulatory systems, which have yet to prevent
transnational money laundering activities effectively (Mugarura & Ssali,
2020; Pavlidis, 2020).

In exploring the behaviour of money launderers and strategies to
combat it, Gilmour (2016) employed the Rational Choice Theory, initially
proposed by (Hoomans, 1961). Gilmour (2016) argued that rational choice
theory emphasises the explanation of crime at the individual level,
particularly at the actual crime scene. This theory facilitates an
understanding of the individuals involved, their interpersonal interactions,
and their decision-making processes. As a crime prevention tool, Rational
Choice Theory further elucidates how potential offenders rarely choose
targets at random but instead engage in careful deliberation regarding
whether to commit a particular offense. By analysing the rational decisions
made by criminals involved in money laundering, Rational Choice Theory
uncovers the relationship between everyday circumstances and explicitly
driven activities. Therefore, applying Rational Choice Theory to money
laundering reveals that the decision-making processes of perpetrators are
diverse yet rational.

Indonesia, cryptocurrency and crypto assets are classified as
commodities eligible for trading on the Futures Exchange (Jakfar, 2022),
yet they are not recognised as legal tender due to the lack of regulation by
the local monetary authority or central bank (Chen, 2018). Since 2015, virtual
currencies, particularly in online black market transactions, have been
identified as emerging threats in money laundering (TPPU) activities, often
linked to tax evasion and online gambling, with a medium level of TPPU
risk. Under Indonesian criminal law, these TPPU activities are deemed
criminal offenses, subjecting both perpetrators and their virtual assets to
prosecution (Utami, 2021). This situation presents a challenge for regulators
who must balance minimising associated risks while fostering an
environment conducive to digital innovation (Chuen, 2015). Although this
phenomenon might appear less significant compared to widespread
corruption in Indonesia, the Butterfly Effect Theory—first proposed by
Lorenz (1963) and later expanded in economic contexts by Zhang (2021)
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suggested that even small actions can lead to substantial consequences.
Therefore, even seemingly minor crimes could potentially undermine the
government's efforts in development and economic growth.

In response to the growing concern of money laundering, the
Financial Action Task Force (FATF) has recommended that member
countries ensure the registration of virtual asset service providers with
local monetary authorities and enforce effective anti-money laundering
(AML) systems to mitigate associated risks (FATF, 2022). Implementing
digital automation systems through regulatory technology (RegTech) has
emerged as a particularly effective strategy for preventing money
laundering involving virtual assets and currencies, a solution increasingly
recognised in jurisdictions like Indonesia (Teichmann et al., 2022)

RegTech, in its latest iteration (RegTech 3.0), shifts focus from 'Know
Your Customer' (KYC) to 'Know Your Data' (KYD) (Umalkar, 2021) through
the application of data analytics to anticipate potential risks (Teichmann et
al., 2022). RegTech aids organisations in preventing money laundering by
controlling and analysing transactions and verifying identities quickly and
accurately (Zabelina et al., 2018). Recent advancements in RegTech that
have proven effective for such control and analysis include machine
learning (Ruiz & Angelis, 2021), artificial intelligence, and cloud computing
(Kurum, 2020).

Previous research has investigated various facets of crypto laundering
(Akartuna et al., 2022; Albrecht et al., 2019; Dyntu & Dykyi, 2019; Leuprecht
et al,, 2022; van Wegberg et al., 2018; Wronka, 2022) and the application of
Regulatory Technology (RegTech) (Anagnostopoulos, 2018; Kurum, 2020;
Meiryani et al.,, 2022; Naheem, 2018; Utami & Septivani, 2022; Utami &
Septivani, 2022). However, the only study specifically addressing the use of
RegTech to prevent crypto laundering was conducted by Ruiz and Angelis
(2021) by examining machine learning in preventing crypto laundering and
showing the results that machine learning can prevent crypto laundering
but the applications of decision making in machine learning still needs to
be optimised. In Indonesia, existing research has assessed the
effectiveness of RegTech in combating money laundering through
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quantitative approaches ((Anagnostopoulos, 2018; Kurum, 2020; Meiryani
et al,, 2022; Naheem, 2018; Utami & Septivani, 2022; Utami & Septivani, 2022;
Meiryani et al., 2022), but it did not show significant results. There remains
significant gaps in research focusing on RegTech-based crypto laundering
prevention and providing policy recommendations through thematic
analysis. This study aims to fill this gap by offering policy recommendations
to the Indonesian regulator for preventing crypto laundering based on
author's own work on previous study about the causes of RegTech
ineffectiveness in this context. Additionally, it provides comprehensive
findings on the improvement recommendations in line with the RegTech
ineffectiveness in preventing crypto laundering, presenting a holistic view
of the issue.

Il. Literature Review

A. Rational Choice Theory

Rational Choice Theory suggests that criminals commit crimes
because these actions are perceived as the most effective way to achieve
their desired goals, such as financial gain, material possessions, prestige,
sexual gratification, or power over others (Cornish & Clarke, 2002).
According to this theory, criminal activities and decision-making processes
are instrumental behaviours aimed at obtaining these benefits. Criminals
evaluate whether to commit a crime by weighing the effort required, the
potential rewards, and the associated costs of various actions. While these
decision-making processes might appear straightforward, they reflect a
level of rationality, though it is constrained by limitations in time, ability,
and access to relevant information (Cornish & Clarke, 2016).

When applied to money laundering, Rational Choice Theory
significantly supports the investigative process. It helps investigators
understand the criminal methodologies used and offers a comprehensive
view of the money laundering environment. Like other organised criminal
activities, money laundering is complex and interconnected, making it
vulnerable to more thorough investigation if properly understood. By
employing this rational decomposition approach, investigators can
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uncover the criminal dimensions of money laundering that may not be
immediately evident during the investigation of the underlying crime.

Gilmour (2016) applied the Rational Choice Theory to argue that
money laundering can be understood as a process of risk diversification,
wherein individuals involved in laundering money make decisions based
on a rational evaluation of their circumstances and preferences. According
to this theory, money launderers engage in strategic decision-making
aimed at mitigating risk and optimising their outcomes. They assess
various factors such as the potential rewards, the risks of detection, and
the costs associated with different laundering methods.

Gilmour's application of Rational Choice Theory highlights that money
laundering, unlike some forms of crime that may stem from emotional
responses or opportunistic behaviour, involves a deliberate and reasoned
approach. This rationality in decision-making reflects a broader pattern
observed in organised criminal activities, where individuals and groups
engage in criminal behaviour as a strategic choice rather than as a result
of irrational impulses. By framing money laundering within the context of
Rational Choice Theory, Gilmour provides valuable insights into the
methodologies employed by money launderers and the factors
influencing their decisions. This perspective underscores the importance
of understanding the rational processes behind money laundering, which
can inform more effective investigative and regulatory strategies. It
suggests that, when money laundering is scrutinised through this rational
lens, it becomes possible to uncover underlying patterns and
methodologies that might not be immediately apparent during
investigations of the underlying predicate crimes.

B. Butterfly Effect Theory

In chaos theory, the 'butterfly effect' illustrates how small changes,
such as the flapping of a butterfly's wings, can lead to significant
alterations in atmospheric conditions, potentially changing the path of a
tornado (Lorenz, 1963). Hardman (2021) extended this concept to money
laundering, arguing that even minor instances can have far-reaching
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consequences. This theory is particularly relevant for those combating
financial crime, as it highlights how localised money laundering activities
can escalate into global issues. While the nature of financial crime remains
fundamentally the same, its impact has become more extensive. Money
laundering and corruption in one part of the world can rapidly influence
criminal activities elsewhere. For instance, sophisticated Ponzi schemes
now operate across borders and time zones, affecting millions globally.
Understanding the butterfly effect emphasises the importance of
addressing even small-scale financial crimes, as they can have substantial
and widespread repercussions.

While money laundering may not directly impede economic growth,
as economies can continue to grow despite its presence, it often obstructs
the equitable distribution of that growth. Hardman (2021) employed the
Butterfly Effect to illustrate the significant threat posed by money
laundering. According to Hardman, even minor instances of money
laundering can escalate into substantial threats, affecting overall
economic stability. This escalation wunderscores the need for
comprehensive anti-money laundering legislation. By highlighting the
potential for money laundering to grow and have widespread economic
repercussions, Hardman argues for the implementation of robust legal
frameworks. Such frameworks are crucial for mitigating the impacts of
money laundering and ensuring that economic growth is both sustainable
and fairly distributed

C. Crypto Laundering

Money laundering involving cryptocurrencies typically follows the
conventional three-stage process: placement, layering, and integration.
During the placement stage, the initial tracking of financial transactions
occurs, and cryptocurrencies are often favoured due to their anonymity
and challenges in identification (Albrecht et al., 2019; Leuprecht et al., 2022).
The layering stage involves moving funds across jurisdictions through
trading, investment, or exchanging cryptocurrencies with other digital
assets, leveraging their virtual and stateless nature (Leuprecht et al., 2022).
Finally, in the integration stage, money Ilaunderers convert
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cryptocurrencies into fiat currencies to legitimise their assets (Leuprecht
et al,, 2022; Albrecht et al.,, 2019). This process is visually represented in
Figure 1, which illustrates the role of cryptocurrencies in each stage of
money laundering (Leuprecht et al., 2022).

PLACEMENT
of illicit funds into
Sinancial system

INTEGRATION LAYERING
the now-laundered transferring funds
Junds are renurned 1o through the financial
the criminal for system to conceal their
personal use origins

Figure 1. Money Laundering Scheme through Cryptocurrencies
Source: Leuprecht et al. (2022)

D. Regulatory Technology

Regulatory Technology (RegTech) refers to information technology
solutions designed to help organisations meet legal compliance
requirements by integrating trade, tax, and financial regulatory processes
in a reliable, secure, and cost-effective manner (Zabelina et al.,, 2018).
RegTech aims to enhance organisational performance by improving both
efficiency and effectiveness (Anagnostopoulos, 2018). In the context of
combating money laundering involving virtual currencies, RegTech is
particularly valuable. It strengthens the capabilities of institutions and
regulators by optimising risk mapping and facilitating thorough
investigations into financial systems through advanced data analysis and
information exchange (Kurum, 2020; Zabelina et al., 2018)

356 | /nternational Journal of Financial Systems, Volume 2, Number 2 (2024)



Table 1. The Role of RegTech in Preventing Crypto Laundering

Crypto
Laundering
Prevention

Objective

The Role of
RegTech

Reference

collaboration

accuracy and
reliability of the
information
obtained

Risk Identifying and Digitalisation of Juntunen &
Assessment improving surveillance Teittinen
understanding of | systems to map (2022);
ML risks in the potential risks Zabelina et al.
organisation (2018)
Electronic Obtain Digitisation of Juntunen &
Know Your information information Teittinen
Customer about customers | collection to (2022);
(eKYC) before startinga | improve the Meiryani et al.

(2022)

Transaction
Monitoring

Monitor every
transaction made
by customers

Identification and
prediction of
suspicious
financial
transactions

Akartuna et
al. (2022);

Meiryani et al.

(2022)

Cost and Time
Efficiencies

Accelerate
processes and
reduce ML
prevention costs

Meiryani et al.

(2022)

Source: Authors

RegTech is evolving rapidly and is categorised into three distinct
phases (KPMG, 2018): (1) RegTech 1.0, which emerged in the 1990s to 2000s
prior to the global financial crisis of 2008, with a focus on risk assessment;

(2) RegTech 2.0, which began in the 2010s and emphasised 'Know Your

Customer' (KYC) for anti-money laundering (AML) compliance; and (3)

RegTech 3.0, which commenced in the late 2010s and centres on 'Know

Your Data' (KYD) in financial crime compliance (FCC)
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The data analysis process and the rapid, accurate exchange of
information in RegTech are significantly enhanced by big data and cloud
technology, which facilitate the collection and storage of vast volumes of
unstructured data. RegTech also supports organisations by automating
the reporting and detection of suspicious transactions (Zabelina et al,,
2018). Its application is crucial for implementing measures to prevent
money laundering and crypto laundering, as detailed in Table 1.

E. Indonesia’s RegTech-based Anti-Money Laundering Mechanism
Landscape

Indonesia has introduced several regulations aimed at integrating
RegTech to combat money laundering, especially in the realm of
cryptocurrencies. The country’s approach to anti-money laundering
emphasise the use of RegTech tools to enhance compliance through risk
assessment, electronic know your customer (eKYC) process, and
transaction monitoring. The key elements of the RegTech-based AML
mechanism, along with the supporting Indonesian regulations are
illustrated in Figure 2.

Risk-based eKYC Transaction Monitoring
Approach

Head of CFTR (Bappebti) Regulation 8/2021 -- Guidelines for the Implementation
of Crypto Asset on the Futures Exchanges

CFTR Regulation 5/2019 -- Technical Provisions for the Implementation of the
Crypto Asset on the Futures Exchange

Head of CFTR Regulations 11/2017 and Attachment -- Guidelines for the
Implementation of Anti-Money Laundering and Countering the Financing of
Terrorism in Futures Brokers

Head of CFTR 8/2017 -- Implementation of Anti-Money Laundering and Countering
the Financing of Terrorism in Futures Brokers

Figure 2. Key Components and Regulatory Frameworks of
Indonesia’s RegTech-based AML Mechanism
Source: Fajri & Urumsah (2024)
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I1l. Data and Method

A. Research Design

The previous researches had limitations in the method applied, so this
research applied an exploratory qualitative approach to obtain, process,
and analyse data to explore the solutions in enhancing the use of RegTech
on crypto FinTech based on RegTech provider perspectives. The qualitative
approach helps researchers to answer complex questions that begin with
the question words “how” and “why” (Hamilton & Finley, 2020). The
qualitative approach relies heavily on reality reconstruction to answer the
research questions (Saunders et al, 2012), so this research used an
approach in form of semi-structured interviews with individuals. According
to Hamilton & Finley (2020), qualitative research with interview, focus
group, observation, and ethnography approaches is the media with the
best credibility in understanding the phenomena thought by data sources,
and has implications for the ease of researchers to carry out a reality
reconstruction (Khalid, 2009). The researchers act as research instrument
in a qualitative research (Patton, 2003), where all of the research process
are mediated and interpreted by the researchers (Khalid, 2009). The
qualitative approach adopted in this study allowed interview participants
to share their knowledge, experiences, and perspectives, as they are
considered critical participants with interests linked to the phenomenon
under study (Gaskell, 2000).

B. Data Collection

The subjects in this study were individuals selected using purposive
sampling technique. Individuals or interview participants represent
RegTech providers with anti-money laundering operating system
competencies, therefore the researchers considered that all the
participants have sufficient knowledge and experience regarding the use
of RegTech on crypto FinTech. Data collection was divided into two
interview sessions. The first session consisted of one participant
representing an international RegTech provider and was conducted via
Zoom conference video application between June and July 2023. Since the
lockdowns due to the COVID-19 pandemic, researchers have begun to
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utilise video technology—such as: WhatsApp, Skype, Zoom, Google Meet—
to conduct meetings or collect interview data (Molinari & de Villiers, 2021).
The second session consisted of two participants representing national
RegTech provider and was conducted offline between July and August
2023. Table 2 presents the demographic of the participants.

Table 2. Demographic Details of the Participants

. Competencies and

Initials | Gender | Age . Types of RegTech
Expertise
. International
P1 Male 31-35 | AML Operating System
RegTech
26- . .
P2 Male 20 AML Operating System | National RegTech
P3 Female | 21-25 | AML Operating System | National RegTech

Source: Authors

In some cases, a small sample size of data may lead to the debilitating
problems for other researchers, particularly those applying assumptions of
the quantitative paradigms. In contrast, qualitative research emphasises
the concept of alignment, focusing on the overall congruence between
what researchers have done and how they have reported it, rather than
adhering to specific notion of rigour tied to particular traditions (Clarke et
al., 2024). On the other hand, the ability to achieve congruence effectively
depends on a researcher’s grasp of both methods and theory (Yardley,
2024).

Furthermore, the researchers used video recordings for the first
interview session and audio recordings for the second interview session—
based on the participant’s consent—to avoid researcher bias and ensure
the accuracy of the data obtained. Finally, the researchers transcribed the
interviews directly from the original recordings without making any
changes, except for the sections the participants explicitly prohibited.
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C. Data Analysis

This exploratory study adopted a qualitative data analysis approach,
following Braun and Clarke’s six stages of thematic analysis. Thematic
analysis is a part of phenomenology (Vaismoradi et al., 2013) that focuses
on finding and creating themes from the data set to answer the research
guestions (Sampat et al., 2023). The interview transcripts were exported
into NVivo qualitative analysis data software, which was used for thematic
analysis (Sampat et al., 2023). This thematic analysis applied the coding
techniques referred to Social Change UK (2018) and follows a similar
approach by Sampat et al. (2023), which is as follows:

1. Read and understood the entire data set without applying coding;

2. ldentified key themes by applying open/initial coding;

3. Reviewed, organised, and regrouped similar themes by applying
focused coding;

4. Revised the labelling of the themes in the coding results;

5. Identified the relationship of significant and relevant themes by
applying axial coding;

6. Checked the consistency of the data analysis results.

After the data analysis process was completed, the researchers
conducted a reliability test introduced by Morse (2002) through verification
strategies. This strategy refers to the mechanism used by researchers
during the research process by identifying and correcting errors from each
process. In this study, the researchers ensured the suitability and
alignment between the research questions, literature review, and data
collection and analysis with the results of policy recommendations and
interpretations of research findings. The researchers also conducted a
validity test which aims to ensure that the results are a representation of
the actual occurrence (Saunders et al.,, 2012). The validity test in this study
was carried out using a triangulation technique that refers to the
verification of various sources using a triangulated inquiry, consisting of
elements of researchers, participants, and audiences or expertise (Hancock
& Algozzine, 2006). The researchers disclosed the interview transcripts and
results to the participants to ensure the truth of the researcher’s findings
and interpretations. The interview transcripts which were not permitted to
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be known by the public were not discussed in this research. Furthermore,
the researchers discussed the research findings and interpretations with
two experts in forensic accounting to obtain expert reviews and a potential
overview of the audience’s perspective.

IV. Result and Discussion

These recommendations are based on author’'s own work on previous
study about the causes of RegTech ineffectiveness that linked to the key
stakeholders, which is shown in Figure 3.

777777777777 “+  RegTech Provider

Crypto FinTech

Regulation of
RegTech Utilization

RegTech Implementation

= Lackofcrypto FinTeche— ]
avwareness against crypto

laundering; Implementation Regulation
= Limited HR of FinTech of RegTech- of Crypto Periodic Checking &
- == Limited access to PEP data based Resulation L:Iundel‘ing Data Updating
© Prevention

Service Level Agreement

Presumption of Innocent

Communication & Collaboration
Regulator-RegTech Provider

. Supervision & Audit

S Regulator A

Figure 3. The Causal Factors and Key Stakeholders
Source: Author’'s Own Work

Furthermore, based on the results of data analysis using thematic
analysis and the application of open/initial and focused coding, there are
several recommendations for improvement that can be used to enhance
RegTech effectiveness on crypto FinTech. Also, we applied the axial coding
to identify the relationship between the causal factors with the
improvement recommendations. The results of the analysis are shown in
Table 3.
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Table 3. Causes, Improvement Recommendations, and Implications

Causes

Improvement
Recommendations

Implications

Communication and
collaboration

Regulator collaboration
with local RegTech
providers

RegTech regulation

RegTech classification

Standardised Vendor
Due Diligence (VDD)
and RegTech

Supervision and
audit

Determination and
provision of sanction or
penalty

Supporting FATF
member criteria
fulfillment

RegTech
Implementation

Regulator education to
crypto FinTech

FinTech crypto
awareness

Regulation of crypto
laundering
prevention on crypto
FinTech

PEP data access by
RegTech provider

Optimisation of data
absorption

FinTech AML mechanism
at all sizes

Risk assurance and
management

Source: Authors, Processed

A. Crypto FinTech AML Mechanism at All Size

This improvement recommendation is based on the causes of

RegTech ineffectiveness, namely there are fundamental issues that have

not been regulated in the crypto laundering prevention mechanism,

causing the AML mechanism to not be implemented thoroughly by all
types and size crypto FinTech. According to P2, every type and size of

crypto FinTech is required to have AML mechanism because the risk of

crypto laundering exist in all types and sizes of FinTech, not excluding the

crypto FinTech that are still growing or small size FinTech. P2 also

mentioned in the interview:

“Yes, they must have the procedure, and have the screening. So, when
audited by regulator “Where is the screening process?” it exists, the

KYC process is carried out, or for transaction monitoring "Let's see

where is the transaction monitoring?”, there is also in the history that
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transaction monitoring is carried out. Then also “I want to see the
history of the term risk assessment”, for example, if the regulator says

something like that, they have evidence that they do its mechanism.’
(P2)

“.. usually investor, especially foreign investors, have more concern in
the AML. So, in addition to protecting the financial service institution
from the risk of sanctions, there is also a reputational risk there.” (P2)

The AML mechanism referred to in this improvement recommendation
encompasses all processes, from the screening process to system-based
transaction monitoring. This finding is supported by Fajri & Urumsah
(2024), who highlight that the regulations governing the AML mechanism
lack detailed explanations about its implementation, particularly in the
context of system-based transaction monitoring. The regulations merely
require organisations to apply blockchain analytic tools without specifying
the types or features of such tools to be applied.

With the implementation of this improvement recommendation, it is
expected to have an impact on improving the risk management applied
by crypto FinTech and can provide risk assurance to regulators and
investors of crypto FinTech developers, especially sanction risk and
reputation risk. Risk management and assurance need to be emphasized
to minimise the risk of crypto laundering carried out through the
interaction between virtual systems and system in the real sector that are
currently used by the majority of perpetrators (Meiryani, 2023). It is
appropriate for regulators to develop system-based AML policies
(RegTech) with the detailed explanations of such tools to be applied for
each size of crypto FinTech, because a proper RegTech can detect risks and
foresee problems that could potentially threaten the different types and
sizes of crypto FinTech (Sarabdeen, 2023).

B. PEP Data Access by RegTech Provider

One of the causes of RegTech ineffectiveness on crypto FinTech in
Indonesia, is due to various obstacle in the implementation of RegTech
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that affect the prevention on crypto laundering. The main obstacle is
closely related to access to politically exposed person (PEP) data by
RegTech providers. As explained on author's previous study, RegTech
providers have difficulty in obtaining PEP data because access to PEP data
is limited, exclusive, and relatively given by regulator only to the IT
providers, not to RegTech providers. Because PEP data is closely related to
RCA (relative close associate) data, one participant conveyed it in the
interview:

“Oh, mostly from the RCA, so family members of the high risk profile
are found.” (P3)

Access to PEP data is very important and needed by RegTech
providers because the potential to conduct crypto laundering can come
from customers with high risk profile backgrounds and close relatives of
criminal offenders or profiles that have been recorded in the Indonesia’s
National Blacklist (Daftar Hitam Nasional) or international sanction list.
Therefore, according to P2, open access to PEP data obtained by RegTech
providers is needed to enhance the RegTech effectiveness in preventing
crypto laundering. P2 also mentioned that ideally, access to PEP data
should be prioritised to be given to RegTech providers when compared to
crypto FinTech or IT providers. This is because the majority of crypto
FinTech or IT providers do not have adequate infrastructure to absorb,
connect, and integrate the data into the RegTech system.

Technically, opening access by regulators to RegTech providers can
optimise the distribution and absorption of PEP and RCA data used in
RegTech. However, as discussed in the author’s previous study, this finding
raises new issues related to data privacy (Fajri & Urumsah, 2024). Providing
access has the potential to violate ethical guidelines in the use of
technology that prioritises privacy (Ryan & Stahl, 2021). Therefore, it is
expected that RegTech providers can apply a flexible approach in
obtaining personal data information in a legitimate and verified manner.
This has implications for the role of regulator as policy makers. Regulators
must have data collection guidelines for RegTech providers that ensure
that data collection is carried out based on the consent of prospective
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customer data. Data collection regulations or policies are developed to
avoid the collection of data that is excessive, not in accordance with the
purpose, inaccurate, and irrelevant (Sarabdeen, 2023). Therefore, the
regulations drafted by regulators must be adequate in preventing and
anticipating various challenges related to data misuse.

C. RegTech Classification

This improvement recommendation is based on the discovery of
several gaps in the regulation of RegTech utilisation. According to P1, in
order to improve this, so as to enhance the utilization of RegTech on crypto
FinTech in Indonesia, a regulation that classifies RegTech is required. The
classification of RegTech can be done based on the size and scope of
RegTech in implementing system-based AML mechanism. Through this
regulation, RegTech providers can have a framework that can be used as a
reference when implementing RegTech. Related to this, one participant
said in the interview:

“That’s why this catalog classification can do VDD, right? Now, if for
example, who is right and who is not right, it is not clear.” (P1)

With those frameworks, regulators can conduct vendor due diligence
(VDD) on RegTech providers. VDD conducted by regulators aims to identify
and ensure that the RegTech provider has implemented system-based
AML mechanism based on regulations or framework that have been
prepared. Thus, every RegTech that will be implemented on crypto FinTech
has been integrally standardised based on the needs of crypto FinTech and
regulators.

These findings are in line with European Banking Authority (2021)
which analyses the RegTech utilisation, it is stated that based on
perspective of RegTech providers, the lack of regulatory alignment is an
obstacle to the RegTech utilisation, so it is necessary to converge
regulatory standards. In the long-term option, convergence of regulatory
standards can encourage the implementation of certification in RegTech
(European Banking Authority, 2021). Thus, it is important for regulators to
review and adjust one regulation with another, such as adjusting the
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crypto FinTech classification with the size and scope of RegTech. If the
regulations are aligned and can be implemented comprehensively, then
the regulators can start to conduct VDD or certification of RegTech
providers.

D. Collaboration between Regulator and RegTech Provider

This improvement recommendation is based on the obstacles in the
RegTech utilisation, where the communication and collaboration between
regulators and RegTech Providers are relatively ineffective.
Communication by regulators is not done directly to RegTech providers,
but only to crypto FinTech. Meanwhile, in terms of collaboration, one
participant conveyed:

“Well, why regulator don’t take advantage of 100% local products? It
can be maximised cooperation, invited to collaborate, like that. The
utilisation is maximised.” (P2)

Currently, communication between regulators and RegTech
providers is not conducted directly. Regulators coordinate only with crypto
FinTech, which then relay the information to RegTech providers. This raises
incongruent understanding in the context of regulation changed.
Regulators have not optimized the role of RegTech providers in assisting
the implementation of regulations to prevent crypto laundering through
the use of RegTech, including RegTech providers that have become
regulatory sandboxes. According to P3, support from regulators is needed
to optimise the use of RegTech in preventing crypto laundering. In line
with this, P2 mentioned that support from regulators to RegTech providers
can be in the form of assistance for RegTech providers in order to align with
the long-term goals of regulators, mediation between RegTech providers
and related institutions needed by RegTech providers.

The presence of RegTech in Indonesia plays a role in implementing
Industry 4.0 and contributes to strengthening the digital ecosystem.
Anshari & Almunawar (2022) found that the digital ecosystem can
encourage the development of the information and communication
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technology industry. So, it is important for regulators to be able to
encourage the development of digital ecosystem and collaboration
between interested parties in the digital ecosystem (virtual asset
exchange), both parties from the public sector and the private sector
because the adoption of Industry 4.0 in Indonesia is mostly carried out by
the private sector (Anshari, 2020). Collaboration is an important element in
the successful development of finance-related technologies (Utami &
Ekaputra, 2021). This integrated communication and collaboration is
expected to strengthen and facilitate regulators in applying vendor due
diligence (VDD) to RegTech providers, so that the RegTech implemented
is standardised and meets the needs of regulator and crypto FinTech.

E. Regulator Education to Crypto FinTech

This recommendation is based on the causes on the RegTech
ineffectiveness, where there are several obstacles in the implementation
of RegTech faced by RegTech providers. As the author’s previous study, the
obstacles are in the supervision and audit that should be carried out by
regulators and RegTech implementation depend on the risk appetite and
perception, and the competence of human resources from crypto FinTech.
Meanwhile, in terms of supervision and audit, regulators relatively only
focus on large FinTechs. However, in reality, all types and sizes of crypto
FinTech have the potential to be placed for crypto laundering. To address
this, one participant said in the interview:

“.. also education from regulator, because for small to medium size
FinTechs, from our cases, they usually don’t understand AML.” (P3)

According to the study by Fajri & Urumsah (2024), education and
training for crypto FinTech have not been incorporated into the regulation
for preventing crypto laundering. Therefore, the active role of regulators is
essential. Providing education to crypto FinTech human resources,
particularly in small to medium-sized FinTech is part of the regulator’'s
responsibility to ensure the successful implementation of RegTech as a
technology that supports compliance function.
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The suggestion for improvement is in line with the findings of Anshari
& Almunawar (2022) which states that in the adoption of Industry 4.0,
adequate HR knowledge and management capabilities play an important
role in supporting the readiness of digital ecosystem in Indonesia. When
entering Industry 4.0, organisations have fears in resource management,
including human resources (Anshari & Almunawar, 2022). So, in utilising
RegTech, regulators need to provide an educational platform for HR's
crypto FinTech to form them to understand the impact of crypto
laundering and can optimise the use of RegTech in preventing crypto
laundering. The main focus of education can be related to system-based
crypto laundering prevention mechanism, starting from the potential and
impact of crypto laundering, the urgency of utilizing RegTech, and to the
competencies that must be possessed by HR's crypto FinTech. Through
this education, it is expected to increase crypto FinTech’s awareness of the
potential and impact of crypto laundering, and system-based crypto
laundering prevention (RegTech).

F. Determination and Provision of Sanction

These improvement recommendations are based on the lacks in
RegTech regulations, as well as lacks in the supervision and audit over
crypto FinTech. According to P2, to emphasise that the regulations have
been established must be obeyed and carried out, also the supervision and
audit that carried out by regulator are in line with the objectives, the
regulator needs to determine and impose sanctions on crypto FinTech, if
the FinTech do not fulfill the function of compliance with established
crypto laundering prevention regulations. P2 also mentioned in the
interview:

“Just give clear sanctions, administrative sanctions, sanctions that are
even strict, give clear and start implementing the sanctions, so that
there is implication from small things ...” (P2)

“.. the sanction must be emphasised, then also mention the industries
that are required, expanded again ...” (P2)
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This determination and provision of sanction also emphasised that the
applicable regulation is a necessity and urgent. Sanctioning of crypto
FinTech can be tiered, ranging from the administrative sanctions to more
binding sanctions.

According to Teichmann & Wittmann (2023), a secure AML
mechanism should encourage smoothness and assertiveness in the
application of sanctions related to the compliance function. This is a
reflection for regulators, it is possible that the AML mechanism in virtual
asset (crypto) trading in Indonesia in not adequate and optimal. So, it is
important for regulators to test and review the resilience and adequacy of
system-based AML mechanism in overcoming problems that may arise in
the RegTech utilisation, including the compliance of crypto FinTech in
utilising RegTech. With the determination and provision of strict sanctions
of crypto FinTech, it is expected to encourage the readiness of financial
services institutions in implementing system-based AML mechanism, so
as to support the strengthening of Indonesia as a member country of the
FATF (Financial Action Task Force) with full membership status.

V. Conclusion

This study offers qualitative insights into the improvement
recommendations for enhancing RegTech effectiveness in preventing
crypto laundering, drawing on the cause findings of previous study from
the perspective of RegTech provider. These insights provide significant
policy recommendations, emphasising the importance of the regulator’s
role in drafting and enforcing AML mechanism on crypto FinTech.

The findings reveal that improving communication, collaboration, and
data access between regulators and RegTech providers is essential.
Additionally, policies promoting better education for crypto FinTech, along
with more defined penalties for non-compliance, can further strengthen
AML efforts. These recommendations are designed to optimise RegTech
effectiveness, ensuring it serves as a robust tool in combating financial
crime.
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However, we acknowledge several limitations that suggest avenues
for future research. First, the qualitative approach may introduce a degree
of subjectivity, as the data were collected exclusively from the perspectives
of RegTech providers. The study's scope was limited by the inability to
include insights from FinTech crypto users of RegTech. Future research
could address this by incorporating the FinTech crypto perspective,
offering a more comprehensive understanding of the improvements that
can be included to AML mechanism on crypto FinTech. Second, this study
primarily focused on economic and legal aspects, leaving political factors
unexplored. Future research could integrate economic, legal, and political
dimensions, potentially leading to a more nuanced and expansive set of
findings.

VI. Policy Recommendations

This study provides policy recommendations for improving and
enhancing anti-money laundering in crypto FinTech. As found and
discussed in this study, regulators play an important role in AML
mechanisms.

First, we recommend regulators to develop AML mechanisms for all
types and sizes of FinTech that are aligned with the RegTech category that
should be implemented. For example, in a small FinTech, the RegTech
used is a RegTech with the same size and scope, so as to avoid the refusal
of FinTech to use RegTech because the cost is too high.

Second, the applicable AML mechanism should be able to cover all
elements that play a role in the prevention of crypto laundering, and
anticipate and predict various events that may occur in the future. First,
the Indonesia’s AML mechanism does not regulate the education and
training of FinTech human resources. The AML mechanism only regulates
the requirements in the selection of HR through the KYE (know your
employee) process carried out before entering a work engagement, so the
findings of the recommendations in this study encourage regulators to
provide education and training to FinTech HR. For example, in improving
the AML mechanism for crypto FinTech, Indonesia can reflect on the AML

International Journal of Financial Systems, Volume 2, Number 2 (2024) | 371



mechanism applicable in the UK, where education and training of human
resources directly related to the prevention of crypto laundering is part of
the crypto laundering prevention mechanism. Second, the findings and
discussions regarding the opening of PEP data access to RegTech
providers encourage regulators to develop detailed personal data
acquisition and use policies and become an integral part of the AML
mechanism that must be complied with by crypto FinTech.

Third, the enforcement of regulations along with sanctions given to
crypto FinTechs (if violated) must be a written part of the AML mechanism.
This aims to encourage the compliance function of crypto FinTechs and
emphasise the role of regulators as regulatory enforcers.
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